
Criticality × Irreversibility = Strategic Exposure

Cyber Circle - Workbook | Chapter 4 25 

The sovereignty
reality check
Can you justify the control you retain - and the
dependencies you deliberately accept?

START

1. Have you
classified the

data?

2. Do you know
the real data

flow?

8. Can you
increase control

within the
dependency?

9. Could you
own the critical

capability?

4. Is part of
your MVC

mandated?

5. Does the
current setup

meet your MVC?

6. Is the
dependency
realistically
reversible?

3. Do you
know your

MVC?

7. Can you
create a credible

alternative?

10. Is ownership
economically

viable?

Sensitivity, criticality,
protection.

Access, processing,
backup, failover,
subprocessors.

Architecture, contracts,
keys, fallback or
provider setup.

Is there a realistic
internal path?

Critical + hard
to reverse.

Pick one
dependency.

Regulation, 
contract or customer

obligation?

Test mandated and
risk-based control

together.
Could you switchand keep
operating in acceptable 

time and cost?

Minimum Viable Control:
what must remain under

your control?

A second path that would
actually work?

Skills, scale, resilience,
security, cost and

complexity

YES

NONO

YES

YES

NO

YES

YES

YES

NO

YES

NO

NO

YES

NO

NO

YES

YES

NO

SOVEREIGNTY
UNKNOWN

SOVEREIGNTY
THROUGH CONTROL

SOVEREIGNTY
THROUGH OPTIONS

MANAGED
DEPENDENCY

STRATEGIC
EXPOSURE

SOVEREIGNTY
UNKNOWN

MANAGED
DEPENDENCY

SOVEREIGNTY
UNDEFINED

SOVEREIGNTY
PRESERVED

SOVEREIGNTY
THROUGH OWNERSHIP

SOVEREIGNTY
BASELINE

SOVEREIGNTY GAP

Classify before deciding.

Keep dependency;
strengthen ability to act.

Diversify – and test the
second path.

Full control is unrealistic.
Govern the exposure.

Map what you cannot yet see.

Buying remains rational. Make
the exposure explicit.

No MVC = no control target.

Dependency exists; freedom
of action remains credible.

Direct control is
strategically justified.

Mandatory controls are
non-negotiable.

You have less control than
your MVC requires.

NO: 
RISK-BAS


	Cyber Circle - Workbook | Chapter 4
	The sovereignty reality check
	Can you justify the control you retain - and the dependencies you deliberately accept?
	Criticality × Irreversibility = Strategic Exposure
	1. Have you classified the data?
	2. Do you know the real data flow?
	3. Do you know your MVC?
	4. Is part of your MVC mandated?
	START
	YES
	YES
	YES
	NO
	NO
	NO
	YES
	SOVEREIGNTY UNKNOWN
	SOVEREIGNTY UNKNOWN
	SOVEREIGNTY UNDEFINED
	SOVEREIGNTY BASELINE
	NO:
	RISK-BAS
	8. Can you increase control within the dependency?
	7. Can you create a credible alternative?
	6. Is the dependency realistically reversible?
	5. Does the current setup meet your MVC?

	STRATEGIC EXPOSURE

	NO
	NO
	NO
	YES
	YES
	YES
	YES
	NO
	SOVEREIGNTY THROUGH CONTROL
	SOVEREIGNTY THROUGH OPTIONS
	SOVEREIGNTY PRESERVED
	SOVEREIGNTY GAP

	YES
	10. Is ownership economically viable?

	YES
	NO
	MANAGED DEPENDENCY
	SOVEREIGNTY THROUGH OWNERSHIP
	9. Could you own the critical capability?


	NO
	MANAGED DEPENDENCY




